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TEXHWUYKO YMATCTBO 3A HYBAHE HA PE3EPBHA KOMWJA (BACKUP) HA NOAATOLM BO KOMWUCUIATA

Bp3 ocHoBa Ha uneH 25 og CrtaTtyToT Ha Komucujata 3a xapTuu o BPeOHOCT Ha
Penybnuka CesepHa MakepoHuja 6p.01-630/1 oa 10.06.2019 roguHa v uneH 22 of
MpaBunHUKOT 3a 6e3begHoCT Ha obpaboTkata Ha nuuHUTEe noaaTtoun (Cnyx6eH BeCHUK
Ha Penybnuka CeepHa Makegoxuja 6p.122/2020), KomucujaTa 3a xapTuv of BpeaHoCT
Ha Penybnuka CesepHa MakefoHvja Ha cegHuuaTa oapxaHa Ha (3 .((.2021 roguHa
AoHece

TEXHWUYKO YMNATCTBO

3a YyyBame Ha pesepBHa konuja (backup) Ha nopaTtounTe BOo Komucujarta 3a
XapTum og BpeagHocT Ha Penybnuka CesepHa MakenoHuja

I. Llen u» HaMeHa Ha TeXHMYKOTO ynaTcTBO

OBa TexHuyko ynatcteBo uma 3a uen: (1) lpeumsHo ga M geduHupa
aKTUBHOCTUTE 3a ynpaByBawe CO pe3epBUTE KOMUM W apxuBuTe Ha nojgartouuTte BO
Komucujata 3a xaptum on BpepHocT Ha Penybnuka CesepHa Makegosuwja (BO
noHaTamoLWHUOT TekcT: Komucwujata); (2) [a cnpeun rybewe Ha nogatouu nopagu
CnyyajHO UM HamepHo Opullere, oWTeTyBawe WM BO Cnyyaj Ha katactpoda, (3) [a
ce 3a40BONaT BPEMEHCKUTE POKOBMW KOW Ce NpefBUAEHN 3a Bpakare Ha nojgarouuTe u
BusHuc npouecute; (4) [Ja ce OBO3MOXW CUTYypPHO YyBawe Ha MeauymuTe kKage ce
CMECTEHU pe3epBUTe KONUN U apXuBK.

Il. Ondpar

MonuTukaTa Ha YyBare Ha pe3epBHU KOMWUK Ce OAHecyBa Ha CUTe CepBepu Kou
Ce HOCUTENMN Ha NoAaToLM KOU ce NoBp3aHu co paboTeweTo Ha Komucujata 3a xapTum
0f1 BpEHOCT.

WHdpacTpykTypaTta Koja ru oncnyxysa annukauuvjata Bo Komucuja 3a xaptuv o
BPEAHOCT ja COMMHYyBaaT CNneHUBE CEpBepu:

Wme Ha cepBep DyHKUMja
Web1 Web server, IIS
Web2 Web Server, IIS
DB1 MSSQL

DB2 MSSQL

DC1 DC, DNS

DC2 DC, DNS
Vsrv01 Web server, 1IS
Vsrv02 Web server, IIS
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TOLIM BO KOMUCHIATA

lIl. MonuTUKa Ha Kpenpamwe Ha pe3epBHU KONUN

Cucremckata coctojba Ha onepaTUBHUOT CUCTEM HA cUTe cepBepu ce bekanupa
efHalW HeaenHo - uenoceH Bekan kako BupTyenHa mawwuHa Ha HAC ypep Koj ce Haora
BO 3awwTuTeHaTa npocrtopuja o Komucujara.

MSSQL cepeepute (DB1, DB2) ce GekanupaaTt Ha gea HauuHa Cucrtemckarta
cocTtojba ce Hekanupa efHall HeAENHO Kako BMPTyernHa MawuHa v ONONHUTENHO ce
Bekanupaat 6a3uTe Ha nogaTouM: co npoueaypara 3a 6ekanupare Ha 6a3u, 6ekanoT ce
cknaaupa Ha HaaeopeweH HAC ypega.

Bo cnyyaj Ha nocTtaByBamwe Ha HOBa Bep3uja of pelueHuneTo (deploy Ha Bepauja)
ce Hanpaeu uUenoceH Gekan Ha GasuTe WM cuctemckata coctojba Ha onepaTvBHUTE
CUCTEMW Ha CUTe cepBepw NpeA NocTaByBake Ha HOBA Bep3uja, BO Bpeme kora e
NOTBPAEHO AeKa (hYHKLMOHANHOCTA Ha PELLEHNETO € BO pea, U Nocne nocraByBakwe Ha
HOBaTa Bep3uja NOBTOPHO OTKAKO Ke ce NMOTBPAM AeKa pelueHneTo hyHKLMOHMPA Kako
LUTO € npeaBuaeHo.

3a nocTurHyBare Ha UenocHa BWcoka gocranHocT Komucujata uma cnposefeHo
npoueaypa 3a kpeupawe Ha “Disaster Recovery Site” koj ce Haora Bo Azure Cloud. Cute
cepBepU KOU ce HEONXOAHU 3a hYHKUMOHUpatbe Ha KoMucuja 3a xapTuu o BpeaHocCT ce
pennuuupaat Bo Azure Cloud co “Site recovery plan” Ha cekoj 15 muH. Bo cny4yaj Ha
kaTacTpoda BO npumapHuTe npoctopuu Ha Komwucujata oBue cepBepu MoxaT aa ce
cTapTyBaa BO POK 04 He noaonr oA 3 yaca.

KHV Infrastructure Azure Site Recovery Site
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TEXHWYKO YNATCTBO 3A HYBAHE HA PESEPBHA KOMWIA (BACKUP) HA NOJATOLM BO KOMUCUIATA

IV. Bpakawe Ha cucTeMOT BO Cnyyaj Ha XxaBapwuja

Bo cnyyaj Ha xaBapwja Bo npumapHaTa nokauuja Ha KomucwjaTta 3a Bpakare Ha
HEONXOAHUTE annukauuum BO dyHKUMOHanHa cocTtojba noTpebHu ce cute cepeepu
HaBeJEeHU BO ONWUCOT Ha MHApacTpyKTypaTa Ha Aa ce BpaTtaTt oa 6ekan.

Mpu Bpakawe Ha cepepuTe of bekan Tpeba aa ce 3anasu CneaHuoB pegocnen
Ha cTapTyBawe Ha cepeepuTe:

e Bpakawe oa 6ekan Ha Domain Controller # BocnocTaByBake Ha
dyHkumoHaneH Active Directory. [la ce cTtapTyBa Hajmanky eaeH o4 ABaTta AOMEH
koHTOnepwu (DC1, DC2). PeweHnuneTo 61 paboTeno u co eaAeH 4OMEH KOHTPONEP HO 3a Aa
ce NMOCTUrHe BUCOKA AOCTANHOCT Ha cucTtemoT noTpebHo e Aa ce BpaTtar BO dyHKUMja
ABata [OOMeH koHTonepu. [locne crapTyBaweTo Ha [AOMEH KOHTponepute ce
nposepyBaart ganu ce craptyBanu Active directory domain services n DNS Services n
Aanu cepsepuTte ru umaar ctapute |IP agpecn.

e BpakaweTo Ha MSSQL cepeepwu:

- Bo npearta ¢asa 6u ce Bpatuna cucrtemckarta coctojba op nocnegHuor
Bekan Ha asata cepsepu. Ce nposepyBa fanu e ctaptysadH MSSQL cepeucot n ganu
cepsepuTe ru umaar ctapute |P agpecu kow.

- Bo BToparta ¢asa notpebHoO € ga ce BpaTu HajHOBAa MOXHa cocTojba of
B6as3nTe Ko ce gen oa NnoTpebHUTe annukayuu.

Annukauuckute cepeepu (web servers ) ce Bpakaart of nocnegHuoT Gekan.

V. Tectupame Ha npoueaypara 3a Backup u Restore

3a ycnewHo MeHauupawe Ha nonutukute 3a 6Gekan u onopaByBake 04
katacTpoca notpebHO € Aa ce cneauM U MOHUTOpMpa caMuoT npouec Ha Bekan -
norosute Ha Bekan cMCTEMOT U Ke rm gobusa HOTUMKaALMUTE U anepTuTe.

KomnneTtHa Bepudmkaumnja Ha uenuot backup-and-restore npouec e opj
KpUTUYHa BaXXHOCT. [1oTpebHO e nepnoanyYHo Aa ce NOBTOPUBA LienaTta nocranka Ha Tect
OKONMWHAa 3a [a ce NOTBPAW KOH3UCTEHTHOCTA Ha cUTe MHAOopMauuK Npu Bpakawe o4
bekan. lNpu npomeHa Ha xpaBep WNM CUCTEMCKM NOCTaByBaka npenopavyaHo e
npoueayparta 3a backup-and-restore ga ce nostopu.

VI. CurypHocT

BesbeaHocTa Ha pesepBHUTE Konuu, kako u GesbegHocTa Ha nokauuwjata 3a
cKknagupatse, € of, OrpOMHO 3HauyeHe.

MNpu nnaHupame Ha BesbeagHocTa Ha nogaTounTe NoTpeOHO e Aa ce BHMMaBa Ha
cneaHuBE CUIYPHOCHW NPEnopaku:

- lokaumjaTa Ha Koja ce YyBaaT pe3epBHUTE KONUW Aa € OcurypaHa of noxap,
nonnaea, kpaxba u CNUYHo;
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TEXHWYKO YNATCTBO 3A YYBAHE HA PE3EPBHA KOMWIA (BACKUP) HA NOJATOLIM BO KOMWUCWUIATA

- MpocTopujaTta BO Koja ce YyBaaT pe3epBHUTE KOMUK Aa Ce MOHUTOPUPA;

- PesepBHUTE KONWUK KOU Ce YyBaaT on-site a ce A4OoCTanHU cekorall 3a nNuueTo
OAroBOPHO 3a Bekan.

VII. MpeoaHu u 3aBpwHU oapendu

Co geHOT Ha goHecyBake Ha OBa TexXHWMYKO ynaTcTBO NpecTaHyBa Aa BaXu
TexHUYKOTO ynaTCTBO 3a YyBawe Ha pesepBHa Konuja — backup Ha nogarouuTe BO
Komucwujata 3a xaptum og BpeaHocT 03-930/1 oa 05.09.2019 roauHa.

Oea TexHU4KO ynaTCTBO Bneryea BO CUna co AEHOT Ha HEroBoTO JOoHecyBake U
ncTnoT Ke ce objaeun Ha ornacHa Tabna o Komucujara.

Bpoj 03-431/1
Ckonje 07.06.2021 roauHa

Komucuja 3a xaptuun.on Bp_&.qj-lOCT Ha
opHa MakenoHumja
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