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.:XHl/I'{KO YNATSIBO 34 qYBAIbE HA PE3EPBHA RONTJA (BACKUP) HA NOAATOI.IH BO KOMt4CI4IATA

Bps ocxoea Ha qneH 25 o4 Craryror na Konarcnjara 3a xaprnh oA BpeAHocr Ha

Peny6nuxa Ceeepna Maxe4oxuja 6p.01-630i1 oa 10.06.2019 roAHHa 14 vnen 22 og

llpaeunnnxor ea 6es6eAHocr ra o6pa6orxara Ha fluqH[Te noAaroqh (Cnyx6en eecnnx

ua Peny6nuxa Ceaepxa Maxegonuja 6p.12212020), Kouucujara 3a xaprhr oA BpeAHocr

ra Peny6nuxa CeeepHa Mare4onuja Ha ceAHuqara oApxaHa Ha,.r .k.2O21 toAAHa

aoHece
TEXH14I.IKO YNATCTBO

3a qyBase Ha pe3epBHa ronraja (backup) xa nogaroqure go Koirucujara ra
xaprlrlr oA BpeAHocr xa Peny6nnra Ceeepxa Maxegoxuja

l. l-len r HaMeHa Ha rexHut{roro ynarcrBo

Oea Texruqxo ynarcrBo lrMa 3a qen: (1) flpeqrsxo 4a rr geSnxupa
aKruBHocT[re 3a ynpaByBabe co pe3epBl4Te Konnt4 u apxuB[re Ha noAaroq[re Bo

Kouucnjara 3a xapru14 oA BpeAHocr na Peny6nuxa Ceaepna Maxegoxrja (eo

noHaraMourHxor reKcr: Komucujara); (2) ,Qa cnpevu ry6eue Ha noAaroqu nopaAu
cnyvajno Hnu HaMepHo 6puu:eue, ouireryBalbe unu ao cnyuaj ua xaracrpo$a; (3) [a
ce 3aAoBoflar BpeMeHc(HTe poKoBr4 Kor4 ce npeABr44eHr sa apa(arse Ha noAaroqure t,t

6rsxnc npoqecure; (4) Aa ce oeosrriroxu o4rypHo qyBalbe Ha MeAuyMHre KaAe ce
cMecTeHI pe3epB[Te KonHu ]1 apx[Bh.

ll. On$ar

flonnruxara Ha qyBarue Ha pe3epBHr4 Konfiu ce oAHecyBa Ha chre cepBepu Kor4

ce Hocurefl[ Ha noAarollr Kota ce noBp3aHr co pa6oreuero xa Kouncujara 3a xaprur4
oA BpeAHOCr.

t1u$pacrpyrrypara xoja rr oncflyxyBa annrxaqrjara so Kourcuja 3a xaprr14 oA
spe4Hocr ja coqtaHyBaar cfleAHuBe cepBepfi:

]/lMe Ha cepBep OyHxqrja

Web'l Web server, llS

Web2 Web Server, llS

DB,I MSSQL

DB2 MSSQL

DCI DC, DNS

DC2 DC, DNS

Vsrvo1 Web server. llS

Web server, llS

llCrpaxa

Vsrv02



lll. flonnrnxa Ha Kpelrpalbe Ha pe3epBHr4 Konlilr

Cucreucrara cocroj6a Ha oneparuBHr,ror cr4creM Ha cure cepBepu ce 6eranupa
eAHauJ HeAenHo - qefloceH 6exan xaro B[pryenHa Ma]uuHa Ha HAC ypea roj ce Haofa
Bo 3aurr[TeHara npocropuja eo Kouncujara.

MSSQL cepBepure (DB1, DB2) ce 6exanupaar Ha ABa HaqrHa Cucreucrara
cocroj6a ce 6eranupa eAHauJ HeAenHo KaKo BupryenHa Ma[uuHa u AononHurenHo ce
6exanrapaar 6a3 Te Ha noAaroqr4: co npoqeAypara sa 6eranuparue xa 6agu, 6eranor ce
crnaAupa Ha Ha4Bopeuex HAC ype,q.

Bo cnyvaj Ha nocraByBalbe Ha HoBa eepsuja oA peueHuero (deploy xa aepouja)
ce HanpaB qenoceH 6eran na 5asnte u cucreMcKara cocroj6a Ha oneparllBHure
cucreMu Ha cure cepBepu npeA nocraByBabe Ha uoea aepsrja, Bo BpeMe Kora e
norBpAeHo 4era $ynrquonanHocra Ha peuJeHhero e Bo peA, I nocfle nocraByBalbe Ha

xoeara aepsuja noBTopHo orxaxo ke ce norBpAr4 AeKa peueHuero $ynxquoxrpa raro
uro e npeABHAeHo.

3a nocrrrnyaabe Ha qenocHa BncoKa AocranHocr Korvrr.rcujara Ma cflpoBeAeHo

npoqeAypa 3a Kperparue r.ra "Disaster Recovery Site" roj ce raofa eo Azure Cloud. Cure
cepBepu Kou ce HeonxoAxu sa QyxxquoHupalbe na Kouucuja 3a xaprhr4 oA BpeAHocr ce
pennuqupaar so Azure Cloud co "Site recovery plan" xa cexoj '15 uuu. Bo cnyvaj ua

xaracrpoQa Bo npuMapHure npocropr4h xa Kouucrjara oBue cepBepu Moxar Aa ce
crapryBaa Bo poK oA He no4oar og 3 vaca.
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TEXHl4r{KO ynATCTBO 3A \vBAtbE HA PE3EPBHA KOnhJA (BAC(UP) HA nOAATOqn BO KOMXCT4jATA

lV. Bpariarue Ha chcreMor ao cnyuaj xa xaeapnja

Bo cnyvaj na xaeapuja Bo nphMapHara noxaqrja na Kouucujara sa apaxarue xa
HeonxoAH[Te annuKaquu eo Syxxquonanxa cocroj6a norpe6nu ce cure cepBepu
HaBeAeHu Bo onucor na rn$pacrpyrrypara Ha Aa ce Bparar o4 6eran.

['lpu epa(aue Ha cepBep[Te o4 6exan rpe6a ga ce 3ana3u cneAH]roB peAocneA

Ha crapryBaEe Ha cepBepure:

. Bpakabe oA 6exan Ha Domain Controller I BocnocraByBalbe Ha

Syxxqnoxanex Active Directory. [a ce crapryBa xajuanxy eAeH oA ABara AoMeH
KoHroflep[ (DC1, DC2). Peuennero 6u pa6oreno ta co eAeH AoMeH KoHrponep Ho 3a Aa
ce nocrtarHe BucoKa AocranHocr Ha cr{creMor norpe6uo e Aa ce Bparar Bo Qyxxqrja
ABara AoMeH KoHronepu. flocne crapryBalbero Ha AoMeH KoHrponepure ce
npoBepyBaar Aanu ce crapryBaHu Active directory domain services u DNS Services u

Aanll cepBephre ru nuaar crap[re lP agpecn.

. Bpartauero sa MSSQL cepBepn:

- Bo npaara Saaa 6u ce Bpar[na cr4creMcKara cocroj6a ofl nocneAHr4or
6exan xa ABara cepBepr. Ce npoaepyea.qanh e crapryeaH MSSQL cepBrcor r Aanr
cepBepr4Te r [Maar craphre lP a4pecn xou.

- Bo aropara $asa norpe6xo e Aa ce aparu najuoea uoxxa cocroj6a o4
6asnre xor ce Aen oA norpe6nure anruKallur4.

Annuxaqucxure cepBepu (web servers ) ce epakaar o4 nocne4xuor 6exan.

V. Tecrupare Ha npoqeAypara :a Backup r Restore

3a ycneuuo MeHauupabe Ha noflHllKr,lre sa 6exan H onopaByBalbe oA
xaracrpo$a norpe6ro e Aa ce cfleAta u MoHrroprpa caMxor npoqec Ha 6eran -
noroBure xa 6eran c[creMor u (e rn Ao6uea xoruQuxaquure u aneprnTe.

Kounneua aepuSuxaqnja Ha qenuor backup-and-restore npoqec e oA
Kpl4TuqHa BaxHocr. florpe6xo e neplroAuqHo Aa ce noBrop[Ba qeflara nocranra Ha recr
oxofluHa 3a Aa ce norBpAr4 KoH3r4creHTHocra Ha o4Te un$opruaquu nph Bpakabe oA
6exan. Ilpr npoMeHa Ha xpABep unt4 ct4creMcKh nocraByBaba npenopaqaHo e
npoqeAypara aa backup-and-restore ,qa ce noBTopu.

Vl. Cr,rrypHocr

Sea6eguocra Ha pe3epBHure Konuu, KaKo u 6ea6e4nocra ua noxaqujara sa
cKflaAIpalbe, e oA orpoMHo 3Haqetbe.

flpu nnaHrpaue ua 6es6egnocra Ha noAaroqrre norpe6uo e Aa ce BHIMaBa Ha

cfleAH Be clrrypHocHI npenopaKH:

- Ioxaqujara xa roja ce qyBaar pe3epBHr{Te Konuu Aa e oc rypaHa oA noxap,
nonnaBa, xpax6a u cntaqHo;

3lCrpara



TEXH't\,IKO YNATCTBO 3A qYBAI.6E HA PE3EPBHA KONhJA (BACKUP) HA NOAATOI]h BO KOM14CI4JATA

- [lpocroprjara eo xoja ce qyBaar pe3epBH[Te Konuu Aa ce MoHr4ropr,lpa;

- Peaeperure KonMI Kor4 ce qyBaar on-site Aa ce AocranHh ceKorauJ 3a ntaqero
oAroBopHo ga 6eran.

Vll. Ilpeogxr.r u 3aBpurHlr oApeA6u

Co genor Ha AoHecyBalbe Ha oBa Texnrqxo ynarcrBo npecraHyBa Aa Baxta

Texxuqroro ynarcrBo 3a qyBabe Ha pe3epBHa xonuja - backup xa noAarolure Bo

Kouucujara 3a xaprrlr,r oA BpeAHocr 03-930i1 oA 05.09.2019 ro4rHa.

Oga Texxuqxo ynarcrBo BneryBa Bo cura co AeHor Ha HeroBoro AoHecyBalbe
ucrror (e ce o6jaau Ha ornacHa ra6na eo Koruucrjara.

Epoj 03.431/1
Cronje 07.06.2021 roAnxa
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